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Community:

● Public support + doc
● Orthanc dev
● Plugin dev
● Stone Viewer plugin

Funding:

● Osimis
● Open Collective
● Customers

Customers:

● Dedicated support
● Orthanc + plugin dev 
● Inter-hospitals transfers + 

CD-ROM importer
● Orthanc as a mini-pacs - including 

ability to share studies
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Sharing DICOM studies

● Share a secure link granting access to a single study
● Do not expose your full Orthanc to the world
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Orthanc Authorization plugin
● Replaces basic authentication
● Based on HTTP headers
● Identifies the resource being accessed
● Delegates authorization to an external web-service
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Authorization web-service
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More security: Json Web Token (JWT)
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More security: token validation
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More security: token generation

Do not expose this web-service !!!!
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Need something more user friendly to generate tokens: OE2
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Publication link from OE2
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Behind the scene: token generation
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Behind the scene: token validation
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https://github.com/orthanc-team/orthanc-share

Complete set of web-services:

● orthanc-token-service to generate & validate tokens
● orthanc-share-landing to display user friendly messages if tokens are invalid
● Generates publication links for:

○ Stone Viewer
○ Osimis Viewer
○ MedDream Viewer (commercial - CE approved)

● Handles expiration date
● orthanc-anonymizer to handle anonymized publications (still experimental, only 

works with the Osimis Viewer)
● Full demo setup including integration with Orthanc Explorer 2
● Boilerplate docker-compose.yml to bootstrap a setup
● Used in production
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Real-life JWT from orthanc-share



Full setup with Docker
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Boilerplate docker-compose.yml



Future steps for orthanc-share project

● Add extra validations when opening the link: password, patient birth-date
● Generates access codes that human can type (requires an additional DB)
● Reduce the number of web-services to ease deployment.  2 Orthanc on same 

DB -> can not use SQLite
● Include LetsEncrypt certificate renewal in orthanc-nginx
● Send mail with the publication link
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Future steps for Orthanc Explorer 2

● Multi-language support
● Actions on multiple selections
● Edit DICOM Tags, split & merge
● Handle predefined user roles
● Handle external users (from KeyCloack ?)
● Edit modalities, peers, dicomweb-servers
● Labels
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Questions ?

Using Orthanc as part of your commercial activity ?

Why not support us on

https://opencollective.com/orthanc

https://opencollective.com/orthanc

